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Introduction

Eric Semaan (Manager, Cyber Security)

- Threat hunting and advanced malware analysis

- Red teaming execution and management

- Industrial control system cybersecurity reviewer

- Advanced large scope penetration testing execution and management
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APT
New threat or another buzzword?

APT: Advanced Persistent Threat

Cyber attack which aims at exfiltrating valuable information from a target company, while maintaining constant access to their 
system.
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The kill chain

• Reconnaissance: The attacker gathers information on the target before the actual attack starts. This can be done by looking for 
publicly available information on the Internet.

• Weaponisation: The attacker uses an exploit and creates a malicious payload to send to the victim. This step happens at the 
attacker’s side, without contact with the victim.

• Delivery:
• The attacker sends the malicious payload to the victim by email or other means, which represents one of many intrusion 

methods the attacker can use.
• The victim executes the malicious payload on their machine.

• Beaconing: The attacker creates a command and control channel in order to continue to operate internal assets remotely. This 
step is relevant throughout the attack, not only when malware is installed.

• Action on objectives: The attacker performs the steps to achieve their objectives inside the victim’s network. This is the 
elaborate active attack process that can take months, and many small steps, to achieve.

• Exfiltration: The attacker transfers sensitive data from the victim’s network to their own systems.

Reconnaissance Weaponisation Delivery Beaconing
Action on 
objectives

Exfiltration
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PwC’s Penetration Testing Services
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Application 
testing 

Services 
include:

• Web application 
penetration test.

• Mobile 
application 
penetration test.

• Thick/thin 
client review.
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Architecture 
review

Services 
include:

• Network design 
review.

• System design 
review.

• Dataflow 
assessment.

• Threat 
modelling.
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Code review

Services 
include:

• Static analysis.

• Dynamic 
analysis.

• Reverse 
engineering.

• Cryptography 
assessment.

5

Network device 
review

Services 
include:

• Router and 
switch 
configuration 
review.

• Firewall 
configuration 
review.

• Wireless 
configuration 
review.
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External 
infrastructure

Services 
include:

• Vulnerability 
assessment.

• Black/white box 
penetration test.

• Perimeter 
discovery 
exercise.

• Digital footprint 
review.
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Social 
engineering

Services 
include:

• Threat 
Intelligence.

• Active 
reconnaissance.

• Physical 
security.

• Red teaming.
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Build review

Services 
include:

• System 
benchmarking.

• Kiosk breakout. 

• Database review.

• Privilege 
Escalation.

• ‘Stolen laptop’ 
exercise.

• Mobile device 
assessment.
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Internal 
infrastructure

Services 
include:

• Vulnerability 
assessment.

• Black/White 
box network 
penetration test.

• PCI dataflow 
review.
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Our red-team methodology

We have a range of techniques that we use to craft customised attack scenarios in line with your requirements. 
These techniques are designed to replicate the modus operandi of real-world attackers.

Attack 
Scenarios

Mass phishing attack
. 

Physical securityInsider threat

Spear-phishing

Browser exploits

USB drop

Internet attacker

Social engineering

W W W

6



Attack process

1. Attacker creates a 
macro word document 
containing embedded 
and obfuscated 
malicious code.

6. The malware ‘calls home’ to 
the command and control server 
giving the attacker access to the 
workstation. 

3. The targeted receives the email on their 
corporate system, the email appears to be 
from a trusted source. 

@

2. The document is sent to the 
target as an email attachment, 
appearing legitimate to mail 
filters.

4. Enticing email subject 
matter leads the target to open 
the email attachment.

Prior testing is conducted to 
provide the email with a high 
‘spam score’, which is accepted 
by most mail filters.

5. Once the attachment is 
opened, embedded code silently 
downloads and infects the users 
system.

Malware implant is downloaded over encrypted HTTPS, 
which looks like legitimate Internet browsing traffic.

The malware can establish outbound communication using a 
number of methods such as DNS, HTTP or HTTPS, all of 
which are implicitly allowed out by most corporate 
firewalls.

7. Two way communication is established 
between the attackers C2 server and the 
infected system.
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Cyber Attack Demonstration
Overview

Coverage of this demo

• Simplified network architecture:

- Corporate network is protected by a firewall that filters most 
incoming and outgoing traffic

- Corporate network consists of segregated workstation and server 
networks

• Scenario involves a spear-phishing attack with the objective of 
infecting a workstation host and then ‘pivoting’ to other systems

• Not designed to cover every technical aspect of a cyber attack but to 
provide an overview of means and objectives of threat actors
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Internet – Command 
and Control

Cyber Attack Demonstration
Overview

Workstation Network

Attacker’s objectives:
1. Infect a host in the workstation 

network through a spear-phishing 
attack

2. Compromise a SQL server in the 
server network, using the workstation 
as a ‘pivot’

3. Move laterally and compromise a 
Domain Controller in the server 
network

1
Workstation

Server Network

SQL Server

3
Domain 

Controller

2
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Workstation Network

Server Network

Cyber Attack Demonstration
Step 1 : Infect a Workstation

Objective

Infect a workstation in the workstation 
network

Activities

• Launch a spear-phishing attack 
against a user in order to infect a 
workstation host

• Beacon from the workstation 
network to PwC’s command and 
control

Workstation

SQL Server Domain 
Controller

Internet – Command 
and Control
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Workstation Network

Server Network

Internet – Command 
and Control

Cyber Attack Demonstration
Step 2 : Compromise a SQL Server

Objective

Compromise a server in the server 
network

Activities

• Leverage pre-existing access to a SQL 
server in the server network

• Use the compromised workstation as 
a ‘pivot’

Workstation

SQL Server Domain 
Controller



Workstation Network

Server Network

Internet – Command 
and Control

Cyber Attack Demonstration
Step 3: Compromise a Domain Controller

Objective

Compromise a Domain Controller in the 
server network

Activities

• Exfiltrate credentials, including 
Domain Admin credentials, from the 
SQL server

• Compromise the Domain Controller 
using the obtained credentials

Workstation

SQL Server Domain 
Controller



Server Network

Workstation NetworkInternet – Command 
and Control

Cyber Attack Demonstration
Conclusion

Result

Complete control over the domain

• Infected workstation acts as a ‘pivot’ 
to the rest of the network

• Domain Admin credentials grant all 
privileges on all hosts in the Domain

• As an example, critical data on a VIP 
workstation can be exfiltrated

Workstation

SQL Server Domain 
Controller

VIP Workstation



PwC Penetration testing team profile

• The majority of our security testing team in the UK hold UK security clearances and are members of the Council of Registered 
Ethical Security Testers (CREST). 

• We are members of Centre for the Protection of National Infrastructure (CPNI) Risk Management Delivery Group (RMDG) in 
the UK. RMDG member organisations benefit from access to CPNI protective security advice, briefings and support. 

• We are on the Bank of England's CBEST scheme. CBEST is the most rigorous banking security testing framework and is 
designed to deliver controlled, bespoke, and intelligence-led cyber security tests. 

• CBEST differs from other security testing frameworks since it is threat intelligence based, is less constrained, and focuses more 
on sophisticated and persistent attacks against critical systems, which are systemic to the UK financial market.

• We are CHECK accredited, whereby our testers are regularly put through rigorous practical examinations and measured against 
the highest technical standards set by CESG. CESG is the national authority responsible for information assurance in the UK.

• The IT Health Check Service, or CHECK, was initially developed by CESG to enhance the availability and quality of the IT 
health check services that are provided to the UK Government in line with HMG policy. Companies belonging to CHECK are 
measured against high standards set by CESG.

The PwC penetration testing team has been operational for over 10 years with a combined experience of over 30 years between our 
testers. This covers all aspects of security, from governance to crisis management. Our local presence is supported by a globally based 
team in 50 countries, with a network of over 3,000 industry professionals, and over 200 professionals in the UK alone. Some of our 
team’s features are detailed below:

• We are members of CREST’s Simulated Targeted Attack & Response (STAR) scheme. This demonstrates our proven experience 
and ability to deliver threat intelligence lead simulated attack exercises, often known as ‘red-team’ exercises. 

• PwC deliver bespoke intelligence driven simulated attack exercises that don’t simply focus on gaining access to our client’ 
systems by any means possible. Instead, we assess their full suite of defence-in-depth controls including the often-overlooked 
areas of people and processes.
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This publication has been prepared for general guidance on matters of interest only, and does not constitute 
professional advice. You should not act upon the information contained in this publication without obtaining 
specific professional advice. No representation or warranty (express or implied) is given as to the accuracy or 
completeness of the information contained in this publication, and, to the extent permitted by law, 
PricewaterhouseCoopers LLP, its members, employees and agents do not accept or assume any liability, 
responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance 
on the information contained in this publication or for any decision based on it. 

© 2017 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to 
PricewaterhouseCoopers LLP (a limited liability partnership in the United Kingdom) which is a member firm of 
PricewaterhouseCoopers International Limited, each member firm of which is a separate legal entity.
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